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Terranova is a security awareness solutions provider, recognized in 
Gartner’s Magic Quadrant for Security Awareness Computer-based Training. 
Our comprehensive solution helps educate your workforce on IT security 
best practices and cyber risks, measure the performance of each employee, 
fulfill compliance requirements, and monitor improvements over time to 
positively change security behaviors. With our multilingual and multicultural 
approach, we are renowned for providing remarkable support to enterprises 
and organizations all over the world.
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INFORMATION SECURITY AWARENESS MADE SIMPLE
With our comprehensive end-to-end suite of innovative security awareness 
solutions at your disposal, you can address threats completely, effectively 

and in a way that makes the most sense for your organization and its culture.

 | WHY TERRANOVA?
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A GLOBAL LEADING EXPERT

You are in good hands with a vendor offering the 
following advantages:

• Recognized in Gartner’s Magic Quadrant
• Trained more than 10 million users over 16 years
• Dedicates a project manager to help you  

deploy your campaign
• Has security awareness specialists to assist you

MULTILINGUAL AND 
MULTICULTURAL APPROACH

With our multilingual and multicultural approach, 
we are renowned for providing remarkable 
support to global enterprises. Our courses are 
customizable with your content and available in 
40 languages.

INSTILL A GENUINE 
SECURITY CULTURE

With engaging and interactive online training 
and reinforcement material, Terranova can help 

you change behaviors and instill and support 
a company-wide culture of awareness about 

information security.

WITH YOU EVERY STEP OF THE WAY

Terranova’s approach consists in analyzing 
needs, planning and deploying programs, 

measuring success and optimizing campaigns. 
Instill strong security awareness best practices in 

your employees, making them powerful allies in 
their organization’s overall cybersecurity strategy.
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 | TRAINING AT A GLANCE

Information Security Awareness (25 topics)

Microlearning Modules (18 topics)

ISA for Managers

ISA for IT Developers

ISA for IT Administrators

ISA Essentials

Information Security Awareness (ISA)
Raising Security Awareness Effectively

How to Succeed in Security Awareness

Privacy Awareness

Personally Identifiable Information (PII)

Protected Health Information (PHI)

GLBA

HIPAA/HITECH

General Data Protection Regulation (GDPR)

Privacy Shield

Privacy

PCI DSS

Fraud Risk Management (FRM)

Records Management

Occupational Health and Safety (OHS)

Workplace Violence Prevention (WVP)

Sustainable Development Awareness

Defensive Security Brief (DSB)

Building Emergency Evacuation Plans (BEEP)

Fundamental and Privacy Breach (ATIP)

Values and Ethics (VE)

Business Continuity Awareness

Code of Ethics and Business Conduct

Compliance and Governance

End Use
r

CISO
Manager

IT Deve
loper

IT Admin

Available in fully accessible format

=
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MODULAR AND SCALABLE CONTENT 
ALLOWING ALL SUBJECTS TO BE DEPLOYED 
INDIVIDUALLY, PER GROUP OF TOPICS 
(MODULE) OR PER COURSE

AVAILABLE IN MORE THAN 40 LANGUAGES 

MORE THAN 140 ONLINE TRAINING TOPICS

AVAILABLE ON TERRANOVA’S HOSTED
LEARNING MANAGEMENT SYSTEM (LMS)
OR ON YOUR OWN (SCORM-COMPLIANT)

COMPLETELY CUSTOMIZABLE CONTENT



HOW TO SUCCEED IN 
SECURITY AWARENESS
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 | HOW TO SUCCEED IN SECURITY AWARENESS

User | CISO  Time | 2 hours

Description 

For many CISOs, knowing how to launch a security awareness 
program can be daunting. In response, Terranova has built 
a course expressly to help our clients plan and deploy their 
Information Security Awareness (ISA) campaigns. 

Our goal is to assist you step by step in raising and maintaining 
employee competence so that your team members can make 
relevant information security decisions in their day-to-day 
activities. We provide knowledge, tips and guidelines to help 
you choose the right tools at the right time and ensure the 
success of your campaign.

Who is this course for?

This course is for you whether:

• You are new to awareness raising based on online training
• You have some experience but are not meeting  

your objectives
• You are defining an overall awareness program, or
• You need to quickly roll out an awareness campaign

Key concepts
More specifically, you will learn how to plan and deploy your 
information security awareness campaign with the use of 
these key concepts:

• Identifying your awareness needs
• Selecting your program content
• Defining your roadmap
• Drafting your communication plan
• Launching your campaign
• Measuring your results

Tips and guidelines
These guidelines will provide additional information on:

• Defining your metrics
• Documenting your program
• Updating your program
• Customizing your content
• Testing and piloting prior to launch
• Communicating effectively with reinforcement tools

Raising Security Awareness Effectively 



INFORMATION SECURITY 
AWARENESS TRAINING
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 | ISA TRAINING

User | End User Time | 4 to 7 min

Introduction to Information Security
• Introduction to Information Security
• Passwords
• Email
• Malware
• Phishing 

Cyber Threats
• Identity Theft 
• Social Engineering
• Social Networks
• Confidentiality on the Web 
• Protecting Your Home Computer

Mobility and Technology
• Smartphones
• Working Remotely 
• Mobile Devices 
• Traveling Securely
• Cloud Computing

Security in the Workplace
• The Clean Desk Principle
• Physical Security 
• Access Control 
• Responsible Use of the Internet
• Bring Your Own Device (BYOD)

Information Management
• Privacy
• Information Classification
• Information Lifecycle
• Intellectual Property
• Protecting Payment Card Data

Information Security Awareness (25 topics) Description 

Employees play a central part in an Information Security 
Awareness Training (ISAT) program. Each individual effort 
contributes to the improvement of the organization’s overall 
security. At Terranova, we believe that an Information Security 
Awareness program must change users’ view of security and 
make them more aware of potential risks.

Designed to strengthen the information security first line 
of defense within your organization, this program will help 
participants understand and know how to implement best 
information security practices.

Each topic includes a short introductory video on the topic, an 
overview and additional information that covers background 
knowledge, a list of interactive learning activities on best 
practices and a conclusion.

Available in fully accessible format
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 | ISA TRAINING (CONTINUED)

User | End User Time | 30 min

• Protecting Sensitive Information 
• Overview of Information Classification
• Common Threats to Information
• Creating Strong Passwords
• Email Security
• Identifying a Scam Attempt
• Browsing the Web Securely
• Web and Cyber Threats
• Safe Internet Practices
• Security at the Office
• Working Remotely and Traveling Safely

User | Manager Time | 40 min

• Introduction to Information Security
• Information Security Roles and 

Responsibilities
• Components of an Information Security 

Governance Framework
• Information Security and Technology
• Security Risks Posed by New Technology 

and Mobility

Description 

This introductory course can be used to initiate security 
awareness or as a refresher. By ensuring that employees 
understand all the basics of cybersecurity, businesses can 
considerably reduce the probability of incidents caused by 
users. Simple precautions can play a considerable role in 
strengthening your business cyber defenses.

Description 

The purpose of this course is to educate managers on the 
importance of security in their environment by underlining 
the key role that managers play in the security awareness 
program. It also identifies managers’ roles and responsibilities 
in ensuring the use of best practices in the organization.

ISA Essentials (11 topics)

ISA for Managers (5 topics)

User | End User Time | 2 to 3 min

• Ransomware
• Vishing
• Phishing - 6 clues
• Protecting Sensitive Information
• Cyber Attack Detection
• Preventing Security Breaches
• Wi-Fi Security
• Identity Theft
• Social Engineering
• Being Security Aware
• Spear Phishing - CEO Fraud
• Social Network
• Phishing Website 
• Smishing
• Spear Phishing
• Insider Threat
• Anatomy of a Phishing Attack
• Top Executive Phishing – “Whaling”

Microlearning Modules (18 topics) Description 

Integrate microlearnings in your Information Security 
Awareness program to increase knowledge retention  
and behavioral change. This approach can be used for  
just-in-time training to target specific risks and meet 
productivity objectives.

Note: Terranova is developing new micromodules on a 
regular basis, thereby expanding its curriculum with a wide 
range of topics.
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User | IT Administrator Time | 30 min

• Network Security Overview
• Common Network Attacks
• Securing Networks
• Securing Data Repositories

 | ISA TRAINING (CONTINUED)

Description 

This course’s purpose is to educate information technology 
professionals on the importance of security related to networks 
and databases.

ISA for IT Administrators (4 topics)

User | IT Developer Time | 30 min

• Application Security Overview
• Common Application Attacks
• Secure Development
• Cryptography Overview

User | Manager Time | 1 to 2 hours

Description 

This course is designed to educate information technology 
professionals on the importance of security in their 
environment.

Description 

Make high-level management part of the solution. When upper 
managers are made part of an ISAT program, its chances of 
success greatly increase. That is why Terranova has designed 
a specific seminar for high-level management and boards of 
directors, which will demonstrate the ways an effective training 
program can positively affect your organization.

ISA for IT Developers (4 topics)

Seminars



PRIVACY TRAINING
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 | PRIVACY TRAINING

User | End User Time | 30 min

User | End User Time | 15 min

User | End User Time | 15 min

User | End User Time | 15 min

User | End User and Manager  Time | 90 min

User | End User Time | 15 min

User | End User Time | 30 to 45 min

• Key Concepts, Principles and Rights
• GDPR for Managers
• GDPR for Human Resources Employees
• GDPR for Call Center Agents 
• GDPR for IT Development
• GDPR for Procurement Employees
• GDPR for Retail, Sales & Marketing Staff

Description 

The goal of this course is to broaden employees’ understanding 
of privacy and its associated rights and responsibilities. These 
concepts will guide them in safekeeping personal information 
and help the organization fulfill its privacy obligations.

Description 

This privacy awareness course will extend employees’ 
understanding of the Privacy Act and its associated rights  
and responsibilities.

Description 

Use this course to raise employee awareness and build 
knowledge about safeguarding and protecting patients’ 
personal health information.

Description 

Make employees more aware and knowledgeable about 
safeguarding and protecting the privacy of clients’ personal 
financial information.

Description 

This privacy awareness course will deepen employees 
understanding of the overall HIPAA and HITECH standards, 
including privacy and security regulations. 

Description 

The General Data Protection Regulation (GDPR) that has taken 
effect on May 25th, 2018, requires that your employees be 
trained and knowledgeable. Terranova has created a complete 
solution to help your organization successfully comply with the 
GDPR. Specifically tailored for end users, this solution will help 
you plan, educate, and reinforce learning to maximize retention 
and behavior change.

Description 

This course will help you educate employees on the 
Privacy Shield Framework and its implications for the entire 
organization. Ensure that your staff members know how 
to handle the personal information of EU individuals in 
compliance with the 7 Privacy Shield principles.

Privacy Awareness

Personally Identifiable Information (PII)

Protected Health Information (PHI)

GLBA

HIPAA/HITECH

General Data Protection Regulation (GDPR)

Privacy Shield



COMPLIANCE AND 
GOVERNANCE TRAINING
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 | COMPLIANCE AND GOVERNANCE TRAINING

User | End User Time | 25 min

User | End User Time | 30 min

User | End User Time | 30 min

Description 

This training module explains the PCI DSS and the importance 
of protecting customer information. Whether your employees 
work in a call center or in a retail store, this course will educate 
them on how to handle payment card data securely and how to 
recognize and respond to a data breach.

Description 

Any public, private or not-for-profit organization can experience 
disruptive events that may have impacts ranging from mere 
inconvenience to short-lived disruptions of normal operations, 
or even the near destruction of the organization. 

Employees should be familiar with the Business Continuity 
Management Program, their business unit’s Business 
Continuity and Disaster Recovery Plans and their role and 
responsibilities prior to, during and following an incident.

Description 

Train your employees on best practices and make them aware 
of threats and wrongdoing. Help develop a corporate culture 
that encompasses your values. Save substantially on printing 
costs and use our online signature feature.

PCI DSS

Business Continuity Awareness

Code of Ethics and Business Conduct

User | End User Time | 45 min

Description 

Sustainability awareness is an important consideration for 
organizations in their efforts to avoid potential reputational 
risks. The course’s main objective is to help employees 
understand sustainability objectives such as responsible 
purchasing, lower energy use and waste production, green 
sourcing and equitable work conditions. Employees can then 
engage with the company to find solutions to the challenges  
of sustainability and help create meaningful and  
impactful change.

Sustainable Development Awareness

User | End User Time | 30 min

Description 

Better information at the right time leads to better business 
decisions! This course is designed to improve users’ 
understanding of what constitutes a record, the principles of 
records management, the phases of a record’s lifecycle, the 
components of a records management program and best 
practices for proper handling and disposal of records.

Records Management
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 | COMPLIANCE AND GOVERNANCE TRAINING (CONTINUED)

User | End User Time | 25 min

Description 

This training is aimed at employees traveling internationally, 
whether on departmental or personal business. It will help 
them understand the importance of the safety and security 
environment of their destination, the local laws and customs, 
entry requirements, health conditions and other important 
issues that may be encountered during their trip.

Defensive Security Brief (DSB)

User | End User Time | 15 min

Description 

Workplace violence is defined as any action, conduct, threat 
or gesture that targets an employee in the workplace and that 
can reasonably be expected to cause that employee harm, 
injury or illness. In a safe and healthy workplace, managers and 
supervisors work in cooperation with employees to effectively 
address workplace risks.

Workplace Violence Prevention (WVP)

Available in fully accessible format

Available in fully accessible format

User | End User Time | 15 min

Description 

With this online course, your staff can be provided with 
the information, knowledge and competence they need to 
successfully address situations of wrongdoing or other 
irregularities in accordance with your organization’s directives, 
policies and orders. Employees will learn the meaning of fraud, 
waste and abuse and how to identify and report  
these occurrences.

Fraud Risk Management (FRM)

Available in fully accessible format

User | End User Time | 15 min

Description 

This training module explains the Occupational Health 
and Safety Program, including roles, responsibilities and 
procedures. Employees and employers share the responsibility 
for establishing a safe and healthy workplace. Together 
they should take every reasonable precaution to safeguard 
everyone’s well-being at work and reduce occupational injuries 
and illnesses.

Occupational Health and Safety (OHS)

Available in fully accessible format
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User | End User Time | 25 min

Description 

Ensure employees understand how to respond to emergencies 
occurring within their facilities. This training provides 
information on types of emergencies that may occur and the 
appropriate response to assure occupant safety. Teach them 
the emergency procedures and their role and responsibilities 
regarding the emergency plan.

Building Emergency Evacuation Plans (BEEP)

Available in fully accessible format

 | COMPLIANCE AND GOVERNANCE TRAINING (CONTINUED)

User | End User Time | 25 min

User | End User Time | 25 min

The course covers these topics: 
• Company Values
• Types of Conflicts of Interest
• Ethical Guidance
• Employee Responsibilities and Duties

Description 

This training will enable your staff members to identify, prevent 
and mitigate privacy breaches when they occur. It also provides 
a valuable opportunity to help them understand how to process 
an Access to Information and Privacy (ATIP) request and how 
to protect the information requested under the ATIP Acts.

Description 

This training will guide your employees in making professional 
and ethical decisions in situations that may seem ambiguous.

Fundamental and Privacy Breach (ATIP)

Values and Ethics (VE)

Available in fully accessible format

Available in fully accessible format



PHISHING SIMULATION 
PLATFORM
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 | PHISHING SIMULATION PLATFORM 
Phishing simulations are a fast and efficient way to measure employees’ ability, and establish a baseline while ramping 
up awareness on the seriousness of risks. Use our powerful platform to bolster their detection skills and convert staff 
worldwide with our multilingual and multicultural approach.

 | SOCIAL ENGINEERING TESTS
In addition to the reporting features of the platform, different methods for measuring campaign effectiveness are available, 
including phone vishing, USB drop and SMS-based phishing. Terranova can provide these services upon request.

Key Features
• Simple and intuitive browsing

• Wide selection of completely customizable  
templates, landing pages and learning materials

• Off-the-shelf, easily customizable scenarios based on 
the most common threats (data entry, file attachment, 
double barrel, ransomware, business email compromise 
(BEC) and more)

• Monthly feature updates and additional scenarios

• Automated, continuous, and randomized phishing

• Detailed reporting and real-time dashboards

• Multilingual and multicultural content, available in  
40 languages

• Dedicated support 

Key Benefits
• Measure your workforce's security posture 

• Train employees on how to identify and handle 
fraudulent emails in real time

• Change their behaviors and instill a culture of security

• Eliminate risk and make staff your strongest line  
of defense 

• Provide escalating levels of simulations

• Protect valuable data

• Mitigate your compliance, fraud and reputational risks



LEARNING MANAGEMENT 
SYSTEM
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 | LEARNING MANAGEMENT SYSTEM
Ensure efficient deployment and tracking of your training program with Terranova’s Learning Management System (LMS). 
This administrative software module enables you to enroll, manage and monitor your participants. The LMS provides a 
useful complement to your training program and allows you to better track and appropriately measure results. 

The powerful, built-in measurement tools in our LMS provide continuous feedback, a critical factor in changing behavior 
over time.

 | PRE- AND POST-ASSESSMENT SURVEY
Evaluate the strengths and weaknesses of your organization with our pre- and post-assessment survey. Terranova’s hosted 
LMS includes a complete behavior security awareness quiz (80 pre-written questions) that will help you check your trainees’ 
basic knowledge. The survey measures the security-related behaviors that have been demonstrated as well as those that 
require improvement through training. It also provides all the information needed to measure the effectiveness of the 
program. As a post-test, you can assess the level of change in your users’ behaviors. You can also modify, delete and add 
questions to customize the assessment to your specific needs.

Key features
• Auto-registration portal 

• Single Sign-on (SSO) capabilities

• SCORM compliant 

• Secured login access for learners and administrators 

• On-demand content, accessible from anywhere via  
a browser session (using IE, Mozilla, Chrome, Opera,  
Safari or other browsers)

• Completely customizable interface for  
corporate branding

• Multilingual capabilities

• Multi-level group and subgroup support and reports by 
aggregate level

• Automated emails/reminders

• Detailed reporting and real-time dashboards 

• Free installation, training and technical support 

• Managed services available

Key benefits
• Enroll, manage, and monitor participation  

and performance

• See campaign historic and assessments finished  
and/or pending

• Track, monitor and record employee progress and 
performance in real time

• Push notification to users who did not complete their 
training, through filtering/reporting capabilities by 
country, region, department, etc.

• Observe elapsed time, modules completed, date, time, 
status of completion, results of evaluation, scores and 
much more



REINFORCEMENT AND 
COMMUNICATION 
MATERIAL
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 | REINFORCEMENT AND  
 COMMUNICATION MATERIAL
Terranova’s learning methodology 
harnesses a whole host of purpose-built 
communication and reinforcement tools. 
These tools transmit each course’s key 
message and generate engagement 
around your information security 
awareness campaign.

Use posters, one-page refreshers, 
wallpapers, screen savers and web 
banners to better reinforce knowledge 
retention and to change behavior.

• Introduction to Information Security

• Passwords

• Email

• Malware

• Phishing 

• Identity Theft 

• Social Engineering

• Social Networks

• Confidentiality on the Web 

• Protecting Your Home Computer

• Smartphones

• Working Remotely 

• Mobile Devices 

• Traveling Securely

• Cloud Computing

• The Clean Desk Principle

• Physical Security 

• Access Control 

• Responsible Use of the Internet

• Bring Your Own Device (BYOD)

• Privacy

• Information Classification

• Information Lifecycle

• Intellectual Property

• Protecting Payment Card Data

Topics covered (25):



PROFESSIONAL AND 
MANAGED SERVICES
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 | PROFESSIONAL SERVICES
Will you be managing your campaign in-house? Rest assured that expert support is available at all times. We stake 
our reputation on providing the kind of world-leading support that ensures your campaign’s success. Implementing an 
information security awareness campaign may seem like a daunting task. You may be wondering where to start. Our team 
of specialists is available to work hand in hand with your in-house experts to make sure your campaign gets off on the right 
foot and hits its targets. 

We offer our insight into program planning, course rollout, communication delivery, content customization and effectiveness 
measurement; in short, into every element critical to campaign success, including customization requirements stemming 
from your organization’s specific policies and standards. No matter how many languages and countries you are addressing 
or how complex your needs are, we specialize in offering the kind of support that is always there when you need it.

 

 | MANAGED SERVICES
If you prefer to have Terranova handle your campaign from planning to follow-up, our managed services professionals can 
step in and take care of everything for you. Once we establish your unique campaign goals, we move forward with campaign 
design and implementation, configure your LMS and define key performance indicators. The team will keep you apprised of 
progress with some of the most detailed and customizable reporting options in the industry. When the time comes for post-
assessment, you will be briefed and ready to report on your campaign’s success.
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GIVE US A CALL! 

LOCAL: 1.514.489.5806

TOLL FREE: 1.866.889.5806 

INFO@TERRANOVACORPORATION.COM 

TERRANOVACORPORATION.COM


